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Risk Management System? Who Risk Management System? Who 
needs it??needs it??
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Course ObjectivesCourse Objectives
Understand and apply Understand and apply 
risk assessment and risk assessment and 
analysisanalysis
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DefinitionsDefinitions
HistoryHistory
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Understand the system work processesUnderstand the system work processes
& work culture& work culture
Define HazardsDefine Hazards
Analyze Hazards and consequences.  Build Analyze Hazards and consequences.  Build 
scenariosscenarios
Quantify/Qualify Severity and  ProbabilityQuantify/Qualify Severity and  Probability
Risk ControlRisk Control
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DefinitionsDefinitions
Hazard: Hazard: 
A condition of the workplace or an equipment item, or A condition of the workplace or an equipment item, or 
method of carrying out an activity, which has the potential method of carrying out an activity, which has the potential 
to cause harm to cause harm 
Probability:Probability:
The likelihood of a hazard being realized The likelihood of a hazard being realized 
Severity:Severity:
Degree of effect after exposing to a hazardDegree of effect after exposing to a hazard
Risk:Risk:
The product of Hazard Probability and severityThe product of Hazard Probability and severity
Risk Matrix:Risk Matrix:
Represents the relation between the probability and the Represents the relation between the probability and the 
severity on a matrixseverity on a matrix
Residual Risk:Residual Risk:
The residual risk after applying the method which reduce The residual risk after applying the method which reduce 
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A New ScienceA New Science
(The Science of Dangers)(The Science of Dangers)
are Accidents Predictable?are Accidents Predictable?
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Risk : a complementarity with Risk : a complementarity with 
decisiondecision
Risk : a need for lifeRisk : a need for life
Risk : level zero is an utopiaRisk : level zero is an utopia

We Have to Agree onWe Have to Agree on……
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NominatedNominated
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NominatedNominated
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NominatedNominated



١١١١

Development 
of Danger and 
Risk Sciences

Development Development 
of Danger and of Danger and 
Risk SciencesRisk Sciences
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The augur has helped in the The augur has helped in the 
decisiondecision--making processmaking process
The augur was an expiator in case The augur was an expiator in case 
of failureof failure

Prehistoric TimesPrehistoric Times
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JeanJean--Jacques Rousseau 1755, Jacques Rousseau 1755, 
Earthquake in Lisbon, 100 000 deathEarthquake in Lisbon, 100 000 death

Philosophical AgePhilosophical Age

“Why have we accumulated 2000 
houses with three to five floors in a 

notably seismic location?”
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Aeronautics (Failure of motors)Aeronautics (Failure of motors)
World War II (Reliability)World War II (Reliability)
Nuclear SafetyNuclear Safety
Technological AgeTechnological Age

Modern TimesModern Times
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AccidentAccident
DangerDanger
HazardHazard
Probability of OccurrenceProbability of Occurrence
RiskRisk

TodayToday’’s Definitionss Definitions
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RiskRisk PlottingPlotting
RISK = Probability of occurrence X Severity
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Risk AcceptanceRisk Acceptance

For a lethal risk :For a lethal risk :
–– 1010--66 by year for new plantsby year for new plants
–– 1010--55 by year for an old plantby year for an old plant
For a societal risk :For a societal risk :
–– R (accept) = 10R (accept) = 10--33/N/N22
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Human FactorsHuman Factors

A person makes only one thing at A person makes only one thing at 
the same timethe same time
A person works on mental A person works on mental 
representationrepresentation
A person searches informationA person searches information
Persons seek less energetic ways.Persons seek less energetic ways.
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Factors contributing to Factors contributing to 
errors and accidentserrors and accidents

Management or
Design Error

Work System

Employee

Job

Equipment and tools

Physical environment

Social environment

Hazard

Operator 
error

Accident/
Injury
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Risk ExamplesRisk Examples
Slipping or tripping at workSlipping or tripping at work
Getting into contact with hazardous material Getting into contact with hazardous material 
Performing work at heightPerforming work at height
Handling, transporting or supporting loads Handling, transporting or supporting loads 
while suffering from sprains, strains, or painswhile suffering from sprains, strains, or pains
Having long exposure to computers or other Having long exposure to computers or other 
display screen equipmentdisplay screen equipment
Working at a noisy place: causes hearing loss Working at a noisy place: causes hearing loss 
or deafness.or deafness.
Predictable or unpredictable, controlled or Predictable or unpredictable, controlled or 
uncontrolled risk associated with natural or uncontrolled risk associated with natural or 
climate phenomenaclimate phenomena
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Risk Examples (ContRisk Examples (Cont’’d)d)
Being exposed to vibration Being exposed to vibration 
Getting hurt by electricity Getting hurt by electricity 
Improper selection of work equipment Improper selection of work equipment 
Neglecting maintenance or doing Neglecting maintenance or doing 
unsafe maintenance workunsafe maintenance work
Risk associated with pressure systemsRisk associated with pressure systems
Risks resulting from fire or explosions Risks resulting from fire or explosions 
Risks due to radioactive materials Risks due to radioactive materials 
Feeling stressed by work Feeling stressed by work 
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Slip and Working With HeightSlip and Working With Height
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Getting Into Contact With Getting Into Contact With 
Hazardous MaterialHazardous Material
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Vibration and Noisy PlaceVibration and Noisy Place
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Risk Associated With Pressure Risk Associated With Pressure 
SystemsSystems
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Risks Resulting From Fire or Risks Resulting From Fire or 
ExplosionsExplosions
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VDU and StressVDU and Stress
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Maximum Daily Duration for Maximum Daily Duration for 
Sound LevelsSound Levels

9090
9292
9595
100100
105105
107107
110110
115115

88
66
44
22
11

3/43/4
1/21/2
1/41/4

Sound LevelSound Level
dBdB

Duration per DayDuration per Day
HoursHours
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Examples of Sound LevelsExamples of Sound Levels

140140Jet airplane from 30 Jet airplane from 30 
mm

120120Threshold of painThreshold of pain
110110Loud Rock BandLoud Rock Band
9090Very Noisy FactoryVery Noisy Factory
7070Busy TrafficBusy Traffic
6060ConversationConversation
4040Quiet RadioQuiet Radio
2020WhispersWhispers
1010Leaves rustlingLeaves rustling

Sound level, dBSound level, dBActionAction
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Source of Hazard InformationSource of Hazard Information
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Sample List of Project RisksSample List of Project Risks
Staff Risks Staff Risks 

Equipment Risks Equipment Risks 

Client Risks Client Risks 

Scope Risks Scope Risks 

Technology Risks Technology Risks 

Delivery Risks Delivery Risks 

Physical Risks Physical Risks 

Political Risk Political Risk 

Financial RiskFinancial Risk

Environmental RiskEnvironmental Risk
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Some of Physical RisksSome of Physical Risks

Process Types
Contaminant 

Type
Contaminant 

Examples

Hot operations
Welding
Chemical reactions
Soldering, Melting
Burning

Liquid operations
Painting, Degreasing
Cleaning

Shaping operations
Cutting, Grinding
Drilling

Gases (g)
Particulates (p)
(dusts, fumes, mists)

Vapors (v)
Gases (g)
Mists (m)

Dusts (d)

Chromates (p)
Zinc, Manganese and 
compounds (p)
Carbon monoxide (g)
Fluorides (p)
Vinyl chloride (g)

Benzene (v)
Sulfuric acid (m)
Hydrogen chloride 
(g)

Asbestos, Zinc
Uranium
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General Commercial RisksGeneral Commercial Risks
Liability exposure for death, injury or damageLiability exposure for death, injury or damage
Liability to the state, fines and imprisonmentLiability to the state, fines and imprisonment
Building and other property loss and damage Building and other property loss and damage 
includes:includes:
–– FireFire
–– TheftTheft
–– EarthquakeEarthquake
–– Deliberate damageDeliberate damage
–– During transportation damageDuring transportation damage
–– Loss of profit following property damageLoss of profit following property damage
–– ExplosionExplosion
–– WindstormWindstorm
–– WarWar
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General Commercial RisksGeneral Commercial Risks

Criminal risksCriminal risks
–– Fidelity (financial loss due to untrustworthily Fidelity (financial loss due to untrustworthily 

employee)employee)
–– TerrorismTerrorism
–– Malicious contamination (cost of recalling Malicious contamination (cost of recalling 

product and market share)product and market share)
Hazard depend on othersHazard depend on others
–– Poor or nonperformance by suppliersPoor or nonperformance by suppliers
–– Poor or nonperformance by subcontractorsPoor or nonperformance by subcontractors
–– Poor or nonperformance by joint venture Poor or nonperformance by joint venture 

partnerpartner
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General Commercial RisksGeneral Commercial Risks
Overseas locationsOverseas locations
–– Volatile exchange ratesVolatile exchange rates
–– Political climate risksPolitical climate risks
–– Instability, war, terrorismInstability, war, terrorism
–– Different statutory obligationsDifferent statutory obligations
–– Local insurance requirementsLocal insurance requirements

Financial hazardsFinancial hazards
–– UnUn--viability of new productsviability of new products
–– Tender miscalculationsTender miscalculations
–– InflationInflation
–– Statutory pay riseStatutory pay rise
–– Loss of rental incomeLoss of rental income
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General Commercial RisksGeneral Commercial Risks
Labor hazard (strikes)Labor hazard (strikes)
Internal management hazardInternal management hazard
–– Poor recruitment, job allocation, trainingPoor recruitment, job allocation, training
–– Dangerous materialsDangerous materials
–– Poor production linePoor production line
–– Substandard quality of productSubstandard quality of product
–– Duplications, bottlenecks and Duplications, bottlenecks and 

dependenciesdependencies
–– Lack of contingency planning and disaster Lack of contingency planning and disaster 

measuresmeasures
–– Negligent designNegligent design
–– Staff health and safetyStaff health and safety
–– Lack of data security backupLack of data security backup
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General Commercial RisksGeneral Commercial Risks
Other hazardsOther hazards
–– Loss of public goodwill, reputation, Loss of public goodwill, reputation, 

imageimage
–– Loss of key staffLoss of key staff
–– Loss of intellectual propertyLoss of intellectual property

Action of competitorsAction of competitors
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Concept of SystemConcept of System
A System is a set of A System is a set of 

elements, human, elements, human, 
hardware, software, hardware, software, 

information organized in an information organized in an 
interaction to realize a interaction to realize a 

mission in defined mission in defined 
environmentenvironment
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1. Understand1. Understand
the systemthe system

work processeswork processes
&&

work culturework culture
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The building as a macro systemThe building as a macro system

Geographic
locations

Actors:
People

Surroundings
and

Environment

Work Processes
and

Culture

YâÄy|ÄÄÅxÇà Éy YâÇvà|ÉÇá
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Parameters of the systemParameters of the system
Type of Public.Type of Public.
Function of the System.Function of the System.
Equipment of the System.Equipment of the System.
Frequency of the Operation of the System.Frequency of the Operation of the System.
Type of Construction.Type of Construction.
Geographical Location.Geographical Location.
Meteorological Location.Meteorological Location.
Natural Activity of the Ground.Natural Activity of the Ground.
Culture and HistoryCulture and History
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AmphitheatersAmphitheaters
LabsLabs

OfficesOffices
LibraryLibrary

ClassroomsClassrooms
Coffee roomCoffee room
Electric boxElectric box

Control Room Control Room 
(for exams)(for exams)

Control roomsControl rooms
(for electricity)(for electricity)

Lift, , StoresLift, , Stores
WCWC’’ss

PrayerPrayer’’s areas area
CafeteriasCafeterias

FunctionFunction
BoundariesBoundaries

OrganizationOrganization
HistoryHistory
RulesRules

Culture & Culture & 
ValuesValues

The building as a micro system: A mental The building as a micro system: A mental 
model for collecting informationmodel for collecting information

EmployeesEmployees
StudentsStudents
StaffStaff
VisitorsVisitors

Nearby Nearby 
BuildingsBuildings
EnvironmentEnvironment

Consider relationships between all parameters helps Consider relationships between all parameters helps 
find innovative ideas and obviate missing important find innovative ideas and obviate missing important 

thoughts.thoughts.
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Lab SubsystemLab Subsystem
ChemicalsChemicals
EquipmentEquipment
GasGas
Radioactive materialsRadioactive materials
People: supervisors, students, People: supervisors, students, 
technicians, visitors, otherstechnicians, visitors, others
ElectricityElectricity
VentilationVentilation
Safety rulesSafety rules
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2. Define Hazards2. Define Hazards
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HazardsHazards

Mechanical

Chemical

Electrical
Fire,

Accidents
incidents

… Radioactive

Biological

Environmental

Economical

Social

Managerial

Human
Infrastructural

Loss of image
Losses

Damages

Consequences

Undesired 
Events
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System System 
components & components & 

associated feared associated feared 
eventsevents 1.1.
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6. Loss of business6. Loss of business
5. Loss of reputation5. Loss of reputation
4. Environment damage4. Environment damage
3. Property damage3. Property damage
2. Explosions2. Explosions
1. Fire1. Fire xxxxxxxxxxXX

xx

xx xxxxxxxxxxxxxx
xx

xxxxxxxxxx

xx

xxxx

xx
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3. Analyze Hazards and 3. Analyze Hazards and 
consequences.  Build consequences.  Build 

scenarios.scenarios.
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Build Scenarios for FE     Build Scenarios for FE     
A scenario is a sequence of A scenario is a sequence of 
related succession of events related succession of events 

leading to an undesired event.leading to an undesired event.
InitiatorInitiator initial/enabling eventsinitial/enabling events

succession of eventssuccession of events the the 
undesirable/top event undesirable/top event 

consequences (losses, damages)consequences (losses, damages)
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Why Scenarios?Why Scenarios?
Scenarios help defineScenarios help define

ConsequencesConsequences
DeficienciesDeficiencies
Corrective and preventive measuresCorrective and preventive measures
Probability: probability of a feared Probability: probability of a feared 
event is the resultant of all event is the resultant of all 
probabilities of events in the scenarioprobabilities of events in the scenario
Severity of consequencesSeverity of consequences
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Scenario for FireScenario for Fire

ExtensiveExtensive
damagedamage

Delays in Delays in 
communicationcommunication

FireFire
extensionextension

Poor Poor 
extinguishersextinguishers

Unsafe behaviorsUnsafe behaviorsWasWastes, gartes, garbagebage

Absence of Absence of 
contingency contingency 

plansplans

Source Source of heatof heat
Poor electric Poor electric 
connectionsconnections

Start

Finish
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Internal
processes

& functions
that amplify

initiating
events.

Initiator(s)
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Source of 
heat. 

Electricity
Behavior

Garbage,
wastes

Unsafe 
behavior

Poor fire 
fighting 

equipment delays

damage

Fire
Extension
(top event)

Black Box

Lack of 
safety 
plans
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4. Quantify/Qualify4. Quantify/Qualify
Severity and  ProbabilitySeverity and  Probability
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For evaluation of severity For evaluation of severity 
and probabilityand probability

Adopt scenarioAdopt scenario--based based 
approachapproach
Discuss with employees,  Discuss with employees,  
specialists & management  specialists & management  
Search historical data and Search historical data and 
statisticsstatistics
Use risk analysis toolsUse risk analysis tools
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Contained Contained 
locallylocally

No lasting No lasting 
effecteffect

Beyond Beyond 
regulationsregulations

MassiveMassive

Environmental Environmental 
DamageDamage

11SlightSlightSlightSlight

22MinorMinorMinorMinor

SeriousSerious MajorMajor 33

FatalitiesFatalities ExtensiveExtensive 44

PersonnelPersonnel Property Property 
DamageDamage

ConsequencesConsequences
RatingRating

A Scale for Severity Rating
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A Scale for Probability 
(Likelihood)

11UnlikelyUnlikely

May HappenMay Happen 22

LikelyLikely 33

CertainCertain 44

DescriptionDescription LikelihoodLikelihood
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Probability
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Color codes for different Color codes for different 
scales of P & Sscales of P & S

4488--16161111--25256060--100100

3355--7777--10103030--5959

2222--4433--661313--2525

111111--2211--1212
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Risk could be

Intolerable (I).  Risk unacceptable.  Activity 
needs specialist input.

Moderately controlled.  Further risk 
reduction must be considered

Adequately controlled.  Risk is tolerable 
when controlled

Trivial, Tolerable: No action necessary.  
Control measure and risk management are 
maintained

Risk

color
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List of building List of building 
parameters & parameters & 
Feared EventsFeared Events
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SummarySummary
6. Loss of business6. Loss of business
5. Undesirable behavior5. Undesirable behavior
4. Environmental damage4. Environmental damage
3. Property damage3. Property damage
2. Explosions2. Explosions
1. Fire1. Fire 55
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HH

GG

FF

EE

DD

CC

AA

FE7FE7

FE6FE6

FE5FE5

FE4FE4

FE3FE3

FE2FE2

FE1FE1

Place 7Place 7

Place 6Place 6

Place 5Place 5

Place 4Place 4

Place 3Place 3

Place 2Place 2

Place 1Place 1
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5. Risk Control5. Risk Control
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Risk ControlRisk Control
Risk control involves 3 strategiesRisk control involves 3 strategies::
1.1. Risk Prevention/AvoidanceRisk Prevention/Avoidance

Reorganizing for not having FEReorganizing for not having FE’’s.s.
2.2. Risk TransferRisk Transfer

Sharing consequences of hazards Sharing consequences of hazards 
with otherswith others..

3.3. Risk AcceptanceRisk Acceptance
DDeciding to live with hazards and build eciding to live with hazards and build 
contingency in the planning process.contingency in the planning process.
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Accident Control/PreventionAccident Control/Prevention
for Scenario SC1for Scenario SC1

Control of consequencesControl of consequences
–– Probability controlProbability control
–– Severity controlSeverity control
Prevention measuresPrevention measures
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Risk Assessment ExerciseRisk Assessment Exercise


